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1 Introduction

Thisis a description of the Elhub Messaging Interface (EMIF). The audience of this document are
developers and architects of systems that are to integrate with Elhub. The purposeistogive an
understanding of the integration patterns of Elhub. Along with this document you will also find the
WSDLs for the Elhub integration, a SoapUl package (see Appendix)that demonstrates the integration
patterns and the BIM (Business Information Model) documentation that describes the different
business documents thatare sentand received. In addition, the BRSs (Business Requirement
Specifications) will describethe processes. These are notincluded here.

This document and SoapUl package is forversion 1.7 of the BIM.
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2 Change Log

Date

Version

Change

30.06.2015

0.5

Removed message encryption. Will use transport encryption
Removed explicit gzip element and use transport compression
Added optional confirm message

Added physical senderto the message header

Added betterfilter optionsto the polling services

28.08.2015

1.0

Stricterrulesforthe timing of sending of metering values has been
added

Removed aduplicate entry of PortfolioOverview from the
PollMarketProcesses WSDL

Added supportfor WS-Security to the WSDLs

Changed description of requesting positive Acknowledgement to also
allowitfor service requests

Changed description of whatto doin case of transport failures with two
more options

Added comments regarding UUID

Removedthe MoreValuesAvailable flag from the polling response.
General rephrasings

22.10.2015

11

BIM has been updated (see separate change log)

Changed Soap Faults to beingsigned

Corrected errorsrelatingtosigninginthe SoapUl projects

Added more details regarding rules for sending frequency of metering
values

Added some information regarding how to connect to the SoapUl
package using .Net

CollectedData can now be returned fromthe meteringvalue pollingin
accordance with BRS-NO-311

Addedinformation related to xml contents (namespaces, whitespaces,
contenttype)

05.02.2016

1.5

Usinga common version numberforseveral documents

BIM has been updated (see separate change log)

Added description of rules related to updates of estimated annual
consumption

Documentation regarding Security also describes that Soap Faults are
signed. The WSDL was updated inthe previous release

Added comment that certificates used forsigning must be of type non-
repudiation

Added information regarding certificates during test

Cardinalityinthe poll resultis changed from 9999 to unbounded. Thisis
done to prevent memoryissues when doing XSD validation in Java.
There will be no change to the amount of data returned
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Date Version|Change
e Hourlyvaluesforexchange points and production points are not limited
by the daily sendingrule
31.05.2016 |1.6 e Addedwarningrelatedto parallel sending of messages
13.01.2017|1.7 e Detailed pollingfrequency rules

Added supportfornegative Acknowledgement from grid ownerfor
meterindexes and estimated annual consumption received froma
balance supplier

New namespaces. All namespaces change from *:v1to *:v2

Added description of principles for future version changes

Added new Soap Fault code to indicate the message was rejected due
to date restrictions

Changed phrasingto get rid of the word "should" asit isambiguous
Cleanupsinthe rulesregarding sendinginterval data
Cleanupsregarding pollingrules

Added warningregarding repeated namespaces and pretty printing of
xml
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3 Technology

The Elhub Messaging Interface will be based on SOAP 1.1 web services and uses the following WS-*
technologies:

e WS-Security
e WS-Policy

Elhub will provide aset of WSDLs for the integration.

3.1 Security

Messages will be transport encrypted by HTTPS (TLS 1.2). In addition, certificates will be used to sign
the messages using WS-Security. The signing requires the use of an enterprise certificate with non-
repudiation. The enterprise certificate mustbe fromanissuertrusted by Elhub and messages signed
usingthe enterprise certificate must contain the organization number of the sending market party
(the physical sender). Elhub expects to support Buypass and Commfides . We have provided two
sets with WSDLs where one set contains WS-Security and one does not (thisis shown by the file
names of the WSDLs). There are support for both WSDL setsin the SoapUl package . The HTTPS
encryptionishandled by Elhub with no need forany certificates forthe market parties for this.

There will be no message encryption using WS-Security. Due to this, itis the responsibility of the
sender of the message to make sure it can only be sentto Elhub (or the Ediel portal for
testing/certification) by forexample only adding the Elhub certificate to the truststore (Java) or by
having some other mechanismsin place to make sure connections only connectto Elhub. Accepting
self-signed or outdated certificates and connections without a certificate must be avoided.

Elhub's use of WS-Security is described using WS-Policy. If you cannot use WS-Policy, thisis atextual
description of Elhub's use of WS-Security: AsymmetricBindingAssertion indicates to use asymmetric
encryption, where the requestor’s certificate (X509v3) must be used for signature. The InitiatorToken
fieldindicatesthatthe requesttoken must be an X509v3 token and that it must be included with all
request messages, while the RecipientToken field indicates that response token has to be X509v3 but
will notbeincludedinany message. Toidentify the token, a keyldentifier will be used —specified by
MustSupportKeyRefldentitier field. Timestampis also needed forinclusion to circumvent replay
attacks (see https://www.owasp.org/index.php/Web Services), and as such - by default - thisis also
signed. The OnlySignEntireHeadersAndBody field dictates that only the entire headerorbody is
allowedtosighed —to mitigate XMLSignature wrapping. And lastly, we only dictate that the Body-
element of the SOAP Envelope needs to be signed —both for the request and for the response. This
alsoincludes Soap Faults.

3.1.1 Certificates During Testing

When runningtests towards Elhub, like for instance in system vendor trials, itis not necessary to use
production certificates from Buypass or Commfides. Both of these will issue test certificates and we
recommend usingthese instead.

3.2 Compression

Compression will be used to minimize the amount of datato send on potentiallylarge datasets.
Compression will be used on the transport channel ( HTTP ). This will be standard HTTP compression.
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Elhub will require compression on metering data messages and the client system must also support
compression formessages received from Elhub (result from the pollinginterfaces). Tests have shown
that compressing ametering value message can reduce the size of the message by 95%.

When sending compressed data, compress using GZIP. This means the following HTTP header must
be set: "Content-Encoding: gzip"

When sending polling messages, the following HTTP header must be setto allow Elhub to send the
return data compressed: "Accept-Encoding: gzip". Itis allowed to add other compression schemes as
well on Accept-Encoding, but GZIP must be one of the supported ones.
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4 Datato Send

The data transported usingthe web services will be datadefined in the BIM. There will be some
additional SOAP packaging around the data.

Elhub Messaging Interface ® Datato Send Page 8
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5 Versioning

The WSDLs will be versioned in the namespace and the version will change when changes that break
theinterface are added. The namespace used forthis version of the specificationendinv2.

In future changes to the specifications we will follow these principles:

All changesinthe interface will require anew namespace

The differentversions will have different endpoints

Changes will be communicated wellin advance of the changes

Reason for changes will be serious errorsin the interface or updates to functionality
requiringchangestothe information and structure inthe messages

There will be aset date for the changeoverthat all market parties must respect

Messages receivedinthe old version will be processed with the rules of the old version and
response messages willbe inthe old version

The systems must be preparedto poll on boththe old and the new interface

The transition window wherethere can be data for both versionsis typically in the order of
magnitude of the longest period of time a business process can be in a waiting state
Messages sentin before the time of the version change are to be sentinthe old version
Messages sentin afterthe time of the version change are to be sentinthe new version with
the exception of polling messages which can still be sentin the old version

The rules (andin particularthe last two ones) might be adjusted for some version changes.
This will be done in cooperation with the market.

Elhub Messaging Interface ® Versioning Page 9
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6 Integration Pattern

Elhub will use synchronous web services. The processing of the request willin most cases be done
asynchronously, but Elhub will send an http 200 to signal that the message was receivedinthe SOAP
response.

The only messages that will be processed synchronously are some query requests where Elhubisto
give a response immediately.

For messagesthatare processed asynchronously, a separate polling service will return the result of
the processing. The same service willalso return messages the market party isto receive due to
actions by other market parties and actions by Elhub. This means Elhub will not actively send a
message toany recipient.

6.1 Service Description

There isone WSDL foreach of the services described below (as mentioned above, there are two sets
with WSDLs where one supports WS-Security and one does not. The WSDLs are otherwise identical).

e MarketProcesses: Asynchronous processing of all market processes doing updatesin Elhub.
Examples are registering achange of balance supplierand updating of customer data.

e Query:Handles queriesfordata. There are three types of queries: Synchronous queries
where the resultisto be returned immediately, asynchronous queries where the result will
be available withinashorttime on the pollinginterface and asynchronous queries that will
need manual processing and the result of these willbe made available onthe polling
interface ata latertime. Examples are queriesto be forwarded to the grid owners and
upfrontvalidation of metering points.

e MeteringValues: Asynchronous processing of metering values. Examples are hourly values
and non-continuous values.

e PollMarketProcesses: Results from asynchronous processing and other data that the market
party isto receive. Thisinterfacereturns everything not related to metering values. Examples
are rejections of supplier changes and notification of updated customer data.

e PollMeteringValues: Returns metering values the market party isto receive. Thisincludes
both metering pointvalues and aggregated values. In addition, information about rejected
metering values, reminders for meteringvalues and rejections related to queries for
metering values are returned on this service.

With exception of the polling services, there willbe one message inthe WSDLs for each BIM type to
send. The naming convention used is <BIMtype>Request. This means to send astart of supply, the
message tosend is an RequestStartOfSupplyRequest message with a RequestStartOfSupply BIMtype
inside it. Tosend an end of supply you send a RequestEndOfSupplyRequest. The only elementinside
these typeswill be the BIMtype. Forthe polling services, the result can be a message containing
several BIMtypes at the same time.

The production version of Elhub will use WSDLs with WS-Security. The WSDLs without WS-Security is
to make initial development easier. Possibly the first version of the Ediel Portal test solution for Elhub
will use WSDLs without WS-Security.
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6.2 Examples of Use

6.2.1 Request Start of Supply
Thisrequestisused whenabalance supplieristostart supplyingametering point.

When Elhubreceives the request, acheck of the message signingis done. If this fails, a SOAP Fault
will be returned. Nextan XSDvalidationis done and if it fails, a SOAP Fault will be returned. If the
message passes both of these, aconfirmation that the message was receivedis returned by an http
200. This does not mean that the change of supplier willbe effectuated as the processing of Request
Start of Supplyrequestis done asynchronously and may be rejected forfunctional reasons. If this
happens, aReject Start of Supply message willbe returned on the market processes polling service.

If there is some transport failure where the SOAP Responseis not received by the sender, the sender
does not know if the message was received by Elhub ornotas it in general will notknow if the error
occurred before or after Elhub received the message. We see three ways of handling this situation
(Elhub does not utilize WS-Reliable Messaging):

e Sendthe same message once more with the same message id as the original message. If
Elhub received the original message and the problem occurred in the transport of the
response, Elhub willhave received the same message twiceand will reject the second
message due to duplicates by aSOAP Fault. It is up to the market party to detect these
situations. The duplicate error message can normally be ignored in this situation as the
sender knows the same message has beensenttwice.

e Alwaysask for confirmation messages and by doing so you will know after some time if Elhub
receivedthe original message ornot. If no confirmation orrejection messageisreceived
withinareasonable time, the original message isto be resentwithanew messageid. If no
confirmation messageisrequested and the message isresentin case of a transportfailure,
the second message may be rejected with an errorindicating a crossing process. The sender
will then notknow if the conflict occurred due to itsendingin the original message (thefirst
message was received) orbecause there isanother process that gives the error. In this case
we risk Elhub and the senderto be out of sync soresending with anew message id without
having requested confirmation messages is not recommended. If aconfirmation message
was requested, but notreceived within some timeand the sendersentthe message once
more with a new message id, but Elhub did in fact receive the original message, response
messages will eventually be sentforboth of these messages. The sender willthen either get
two rejections, two confirmations, or one confirmation and one rejection, and must based on
thisfigure outthe netstatus. If there are more transportfailures, more than two messages
may have beensent.

e Thethird optionisto have noautomatichandling of these errorsituationsandinstead logon
to the Elhub Web Portal to check statuses. This may include checking the status of the
metering point contractin case of a move out or by checkingforinitiated processesin case of
a future change of supplier. If the statusindicates that the message was notreceived, itisto
be resent. Inthis case you can choose to use the original messageid ora new one. There s
no guarantee thatyou will be able to figure out if the message was received or not with
100% accuracy.

Note: Before dataare sentto Elhub, they must have been persisted in astate signalingthey are to be
sent. When Elhub acknowledgesithasreceived the datainthe SOAP Response, the data must
change state to havingbeen sent. This means thatif the sendercrashes, the senderwill be able to
pick up the unsent message and resend it when itstarts. If the senderdid not persist the databefore
sendingthe message, Elhub might have processed the request, but the sending system might not

Elhub Messaging Interface ® Integration Pattem Page 11


https://en.wikipedia.org/wiki/XML_Schema_(W3C)
https://en.wikipedia.org/wiki/WS-ReliableMessaging

elhub

have any trace of sendingthe message and mightalso not have the correct state inthe business
data.

Afterthe message has been processed, any errors (rejections) will be made available on the polling
service. When polling, anumber of messages of different types can be returned. Elhub willreturn
whatever messages are available (but not necessarily all) at the time of the pollingand return no
messagesif there are none. The datawill be compressed using HTTP compression and the calling
system must support this. Afterthe market party has persisted the received messages, an
Acknowledgement message referringto the polled dataset must be sent back to Elhub on the polling
service to confirm that the messages has beenreceived. If no acknowledgementisreceived withina
predefined timeout, the same dataset will be returned again. This timeout has yetto be defined, but
we are thinkingin the orderof 30 minutes. Itis not a requirementto have updated all business
objects based onthe received polling result beforeacknowledging to Elhub. Itis enough that the
pollingresult has been persisted and so the market party can guarantee that the data will be
processed.

It is optional to have a confirmation message returned when Elhub hasfinished processing the
request. Itis specified in the message headerif such a confirmationis wanted. Itisrecommended to
onlyrequestaconfirmation if the designed business logic needsitto complete the processing of the
update. Also considerifitis necessary to build logicneeding the positive confirmation asitis bestfor
Elhubto avoid havingto send these messages. The positive confirmationis similarto the positive
APERAK inthe current market. Messagesin the MarketProcesses WSDLwill support positive
confirmation (with the exception of BRS-NO-317). Metering values will never getany form of positive
confirmation. Forqueries, the query resultis the positive confirmation, but forlong running queries
(like servicerequests), itis possibleto ask for the positive confirmation. The confirmation message
will be returnedinthe polling service.

The rejectionsin the polling result will contain the id of the message they have rejected. The sending
system must keep track of the id of the messages that have beensentinorderto be able to correlate
the rejection with the message that sentthe dataand fromthat figure out which action has to be
taken on which data toremedy the error. The optional confirmation messages followthe same
pattern with a reference tothe original message.

The sequence diagram below shows three different scenarios when sending synchronous messages
with asynchronous processing. The firstis the normal scenario where the message is received, the
second shows a case with XSD validation error, the last shows the case when the senderdoes not
receive the SOAP Response and sends the same message forasecond time with the same message id
inorder to getthe properrejection (duplicate error) if the original message was received by Elhub (as
mentioned above, thisis one of the three options to handle the transport failure. Anotheroptionis
to have requested a confirmation message and sending the same message withanew messageidifit
seems like Elhub did not receive the original message. The third optionis to send the message again
after having done a manual checkin Elhub first and figuring out it was not received by Elhub).
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sd EMIF - Sending -Asynchronous/
% «System»
‘Elhub
‘Market party :
(from EMIF)
Al R StartOfSuppl
equestStartofSu
[Message OK] g PeIY() L
‘Http 200
L
[Technical Error] RequestStartOfSupply()
Fault ‘
[No Response] RequestStartOfSupply() o
T
{Communication
Exception}
RequestStartOfSupply(sameldAsThePreviousMessage) ;
‘Http 200 J

Figure 1 Asynchronous incoming message pattern

6.2.2 Polling

As Elhub process messages asynchronously, itis recommended to run polling separated fromthe
transferof data to Elhub. Below we can see that you first poll for data to get some data and then
send an Acknowledgement to confirm thatthe data has beenreceived.

Four scenarios are shown forthe polling case. Inaddition to these flows, therecan also be SOAP
Faultsreturned forboththe Polling and the Acknowledgement. First the normal case with aresult set
isshown, here you have to acknowledge that the data has beenreceived. Nextis the case when
there are no data to returnin the polling (the returned response object will be empty (NULL)), then
thereisno acknowledgement. The third and fourth cases shows the cases when the senderdoes not
receive the responsebased onthe sentinput. Inboth cases, the senderis expectedtosendthe
requestagain, butthe message id must be different fromthe originalin both cases (thisis different
fromsendinginupdates asdescribed above). The id thatis being acknowledged is to be the same as
inthe original message in scenario four.

Every message must have a BRS identificatorinit. Pollingis not defined as a separate BRS, but as the
same type of headeris used for polling messages as for other messages, aspecificPOLLBRS is
definedinthe legal value definition to use when polling. The Document Type to specify in the polling
messages, both the initial poll and the later Acknowledgement, is 21 (listagency identifier 6).
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The polling message will specify which role to retrieve datafor. Itis possible to choose to have
messagesforall roles the market party has or only for a single role. It will not be possible to specify a

specificBRSinthe pollingto only poll datafor that BRS.

sd EMIF - Polling J

% «Systemn
:Elhub

‘Market party

alt
[Normal Case With Polling Result] PollForData()

:Response(list of data)

Acknowledgement(idFromPollingResult)

‘Http 200

[Normal Case With No Data Returned When Palling] PoliForData()

‘Response(empty)

[No Reponse From Polling]
PollForData() -
=

‘ {Communication Exception} %

PollForData(newMessageld)

‘ResultDataSet

Acknowledgement(idFromPollingResult)

‘Http 200

[No Response From Acknowledgement]

PollForData()

‘ResultDataSet

Acknowledgement(idFromPollingResult) ‘T
g

{Communication Exception} %

Acknowledgement(newMessageld, idFromPollingResult) !

‘Http 200

Figure 2 Polling timing

6.2.3 CollectedData

Sendingin metering values (CollectedData) followthe same pattern as "Request Start of Supply", but
usesdifferent servicesforsendinginthe dataand pollingthe data. Errors in metering dataare sentin
Acknowledgement messages. Confirmations that the metering data has been processed will never be

senteventhough the message formatsupports requestingit.

Page 14
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In a CollectedData messagethere is usually datafor several metering points. The CollectedData
message asa whole hasan id and each repeating metering point (payload) has aseparate id. Some of
the meteringvalues can be accepted and some rejected (one payload elementis eitherrejected or
accepted, butone payload might be accepted and anotherrejected). A separate Acknowledgement
message is sentforeach payload thatis rejected. This acknowledgement message will contain
referencestoboththe header of the original CollectedData message and also to the particular
payload that was rejected. This means one CollectedData message may resultin more thanone
Acknowledgement message from Elhub. If all the values wereaccepted, there willbe noresponse
from Elhub.

Metering values sentinto Elhub must be compressed and the datareceived onthe pollingservice
will be compressed (both by HTTP compression).

As meteringvalues does not contain astate in the same way as the market processes, you can
resend the original message with anew message id in cases of transport failures, but this may lead to
duplicate updatesin Elhub.

6.2.4 Query

Query messages (except for Request Upfront Metering Point Characteristics) will also followthe
asynchronous pattern described for "Request Start of Supply".

Of the query messages, only the service request messages (RequestToGridAccessProviderand
RequestToElhub) will support requesting confirmation message. The reasonis thatforthe other
queries, the result will either be a rejection orthe actual query result which will be made available at
the same time as a confirmation message would have been made available. Forthe service requests
it may take a longtime to have a query result sent back. Due to this Elhub will support confirmation
messages forthe service request messages.

The data will be made available on the polling service. If the queryisrelated to metering values
(appliestothe RequestDataFromElhubRequest message and depends on the specified query type),
the responses (including Acknowledgement) will be made available on the PolIMeteringValues
service. All other query related results willbe returned in the PollIMarketProcesses service.

For queries thatrequire manual processing from either Elhub operators orthe grid owner (service
requests), there isno guarantee that there will ever be sentaresponse tothe query. Alsothe
response toa service request may not come forseveral days sothereis nousein resending the
qguery shortly afterthe initial query if noresponse is received. Please wait atleast some daysin order
to allow the recipienttimeto answerthe request.

If there is some transport failure where the SOAP Responseis not received by the sender, the same
integration pattern as for "Request Start of Supply" apply, butinstead of having the option to check
for confirmation messages, the existence of aquery resultisto be checkedinstead in some situations
(as only service requests will support confirmation messages). As there is no state related to queries,
sendingthe original query withanew requestidisalsoan option, butthis mayresultin having
duplicate search results.

6.2.4.1 RequestUpfront Metering Point Characteristics

This queryrequestis used whenabalance supplier wants to check the existence of ametering point
or find the metering points of a potential new customer.

The processing of Request Upfront Metering Point Characteristics will be done synchronously. When
Elhubreceives the request, acheck of the signingis done. If thisfails, aSOAP Fault will be returned.
Nextan XSD validationisdone andifitfails, a SOAP Fault will be returned. If the message passes
both of these, Elhub will process the request and return the result of the requestina SOAP
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Response. The resultcan be a negative response (negative Acknowledgement) or the requested data.
Ifthere is someinternal problemin Elhub that preventsthe requestfrom being processed within a
predefined timeout, an error will be returned (SOAP Fault). The sender mustthen retry the request
with a new message id at a latertime. If there is some transport failure where the SOAP Response is
not received by the sender, the message must be sent again with anew message id (note that this
differsfromthe asynchronous case).

The sequence diagram below shows the four different scenarios when sending synchronous
messages. The firstisthe normal scenario where the message is received and the requestis ok, the
second shows a technically correct message with functional errors (maybe the metering point does
not exist), the third shows a case with XSD validation error, the last shows the case when the sender
doesnotreceive the SOAP Response and sends the same messageforasecond time, but witha new
message idin orderto avoid gettinga SOAP Faultif the original message was received by Elhub.

sd EMIF - Sending - Synchronous/
% «System»
:Elhub
‘Market party ‘
(from EMIF)
alt |
[Query OK] i RequestUpfrontMeteringPointCharacteristics() i
- ‘ResponseUpfrontMeteringPointCharacteristics
[Query Error] i
RequestUpfrontMeteringPointCharacteristics() .’i
:Acknowledgement
< ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,
[Technical Error] RequestUpfrontMeteringPointCharacteristics() »_i
Fault
< _______________________________________________________________
[No Response] RequestUpfrontMeteringPointCharacteristics() ’[iﬂ
{Communication
Fxrentinnl
RequestUpfrontMeteringPointCharacteristics(differentldFromThePreviousMessage)
- :ResponseUpfrontMeteringPointCharacteristics

Figure 3 Synchronous incoming message pattern
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6.3 Validation

Elhub expects senders of messages to do an XSD validation of the datasentto Elhubin orderto
prevent Elhub fromfailinginthe XSDvalidation. Elhub will still do an XSD validation.
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7 Service providers and Roles

If a service provideracts on behalf of some other market party (grid ownerAis owning the data, but
service providerBis sending the messages), the service provider will specifythe id of the real market
party as the juridical senderinthe header of the messagesitsends onthe messaginginterface. The
id of the service providerwill be specified as the physical sender (market parties that does not have a
service provider will specifyitsownidin both elements). The service provider will sign the message
usingits own certificate (messages are always signed by the physical sender). Elhub will check that
the service provideris allowed to act on behalf of the specified market party in the specified role (itis
possible to have different service providers for differentroles, but nota finergranularity like BRS). A
SOAP Faultwill be returned if the service provideris notallowed to operate on behalf of the market

party.

stm EMIF - Service Provider Support - Incoming /

Find Market
Actor based on

the signature Is the
physical
sender the
same as the
Does the juridical
signature Jsender Generated
match the error? Make the error

Process the
message

Yes message
avaiable to the

physical
sender?

physical sender
of the message

Is the physical
sender a valid
Service Provider
No for the juridical
sender for this

role?

Finished

Error

Figure 4 Service provider, incoming

If Elhubrejected the message (afteracceptingittechnically), the response message willbe made
available to the physical sender of the original message.

When Elhub generates amessage toa market party that is nota directresponse toanincoming
message from the same market party (forexample a NotifyEndOfSupply), it checks if the market
party has a service provider forthe specificrole and forwards the message to the service provider
(makesitavailable forpolling by the service provider)if thatis the case. The message headerinthe
returned message will specify the id of the real market party as the juridical recipient (thereis no
physical recipient element).
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stm EMIF - Service Provider Support - New Outgoing /
New
. message
ready to
be sent
(not
rejection
Does the message)
Market \/ " Makethe
Party Yes message
hav;- a available to the
Service Service Provider
Provider
for this No ~ o
role?
s / N
Make the Finished
message
available to the
Market Party
\_ /

Figure 5 Service provider, outgoing

On the pollinginterface, the service provideristo specifyitsownidinthe message header (both
physical andjuridical). In the message payload there is an option to specify the market party to get
data for (along with the role). This allows the service providerto choose to get data belongingto
itself (ifit operates both as a service providerand a market party), one of the market partiesitserves
or all data that is available forit, regardless of market party (both itself and the market partiesit
serves). The messages returned from Elhubin the polling interface will always identify the market
party owningthe datain the message header. Similaroptionsis also available to filterontherolesin
orderto get data fora single role orall roles.
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Figure 6 Service provider, polling
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8 Polling Format

The polling message formatis described in the BIM. The polling message willuse the standard
Headerand Process Context. The juridical senderand role in the header of the polling message are
not relevant, but are mandatory and must be specified. The payload part will specify the market
party androle to get data for. The market partyid isonly relevant forservice providers (as described
above). Theroleis mostrelevantforservice providers and grid ow ners. This allows the sender of the
message to specify that messages forallitsroles are to be returned or only a single role. The valid
codesforrolesand scheme/listidentifiers are the same asthe similardefinitionsinthe header
structure as shown inthe BIM.

The returned message from the pollingwill be a PollForDataResponse message. This message will
contain an identificator of the returned dataset that is to be used when Acknowledging that the data
has been received and the returned messages. The returned message will have asize limitedtoa
numberof MB and a number of messages. Atthe moment we are thinking of neverreturning more
than 100MB of uncompressed data. There will never be more than 9999 messagesinareturneddata
set, but some of these messages can be big (forexample metering value messages). Also Elhub does
not guarantee toreturn all available messagesin one polling.

The Acknowledgement message with status 39 (Accepted) isto be used when confirming the receipt
of the poll result by referringto the message returned from the polling.

Description of the poll response message (PollForDataResponse):

Element Description Data Type
name
Identification [ldentifier of the dataset. Used as inputinthe uuiD

Acknowledgement of the polling

ResultDataSet|The BIM messages returnedinthe polling List of BIM messages of
differenttypes

All elements are mandatory, but the PollIForDataResponse itselfis optional (nillable="true" inthe
XSD) as there does not have to be anythingtoreturn.
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9 File Descriptions

The files (WSDLs, XSDs and other documentation) will be stored in afolderrepresenting the version
of the interface. The first productionrelease will have version vland all versions up to the first
productionrelease will also have version v1. Inside the version folder there are several folders:

e bim:Containsthe XSDs for the BIM.

e example xmls: Contains examples xmls based on the BIM XSDs.

e wsdl: Contains the web service definitions. Atthe root of thisfolderyou find the WSDLs and
the XSD sub folder contains datastructures used by the WSDL to envelopethe BIM
documents and to define non-BIMtypes like the polling messages. There are two sets of
WSDLs, one with support for WS-Security and one without (separated with name suffix).

e bindings: Contains optional binding files to use when generating code (currently only JAXB
bindingfilesareincluded).

e soapui:Containsthe different SoapUl projects.

e documentation: Thisdocument and the BIM description.

9.1 Binding Files

The main purpose of the bindingfiles are to help JAXB to generate enumerations for XSD
enumerations with numericvalues. The C# code generatordoes this by default. There is currently
one bindingfile available:

e jaxb_numeric.xml maps numericenumerations to a textual representation. It does this by
prefixingthe numericvalue with "VALUE_". This means an enumeration withvalue6is
mappedto VALUE_6 and 89 is mappedto VALUE_89.

The mappings only apply to the generated code, the xml generated when serializing objects will still
be the same. You can change the bindingfile if youdo notlike the names. Itis optional to use it.

To use the mapping file with wsimport use the "-b" switch and referto the bindingfile.
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10 Request/Response Descriptions

Belowisa short description of the different WSDLfiles.

10.1 MarketProcesses.wsdl

As mentioned previously, the incoming message has the name <BIM type >Request. The response is
empty (http 200). The request will contain the corresponding BIMtype. If the update is rejected, the
rejection message willbe returned in PollIMarketProcesses. If a positive acknowledgementis
requested, that will also be returned in PollMarketProcesses. The values can be sent compressed.

10.2 MeteringValues.wsdl

There are twomessagesin thisfile:

e The messageiscalled CollectedDataRequestis used forsending metering values and contains
a CollectedData element from the BIM. The response willbe empty (http 200). If the update
isrejected, the rejection message (negative Acknowledgement) will be returnedin
PollMeteringValues. There will be one Acknowledgement for each payload (metering point)
that isrejected. The values must be sent compressed.

e AcknowledgeRequest uses the standard BIMAcknowledgement type. Itisusedtoreject
meterindexes or estimated annual consumption received from the balance suppliers. Only
negative Acknowledgment messages are to be sent (PayloadResponseEvent must be 41). The
OriginalBusinessDocumentReference inthe PayloadResponseEvent must refertothe
Identificationinthe header of the received CollectedData. The OriginalPayloadReference
must referto the Identification of the payload toreject. If several payloads are to be
rejected, there mustbe one AcknowledgeRequest foreach payload thatis rejected.

10.3 Query.wsdl

The queries follow the same naming convention with <BIMtype>Request. There is one synchronous
message with aresponse message called <BIMtype>Response
(RequestUpfrontMeteringPointCharacteristicsResponse). The other queries are asynchronous and
will respond with an empty response (http 200).

The result of the asynchronous queries willbe returnedin PolIMarketProcesses exceptforqueries for
metering values (applies to RequestDataFromElhubRequest and depends on the specified query
type) which will be returned in PolIMeteringValues. Any acknowledgement messageforan
asynchronous query will be returned in the same polling service as the expected datawould have
beenreturnedin. Thisalsoapply to positive Acknowledgement where applicable.

The values can be sent compressed.

10.4 PollMarketProcesses.wsdl

There are two messagesinthisfile:

e PollForDataRequest usesthe BIMtype PollForData. The payload specifies which market party
and role to get data for. As mentioned previously, the BRS identificatoris to be POLL. It will
return a set of messages thatare available forretrieval based onthe specified market party
and role. The result datawill be a setof BIM types where there can be several different types
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ina single response. Inaddition anidisreturned forthe data set. If there are no valuesto
return, the response object willbe empty (NULL). Confirmation messages will be returned as
positive Acknowledgement message (status 39, Accepted) except for confirmation of Start
and End of Supply which have specificconfirmation messages. The result values will be sent
compressedinaPollForDataResponse message. The input request can be sentcompressed.
Compression must be supported forthe response.

e AcknowledgePollRequest uses the standard BIMAcknowledgement type. The
OriginalBusinessDocumentReference in the PayloadResponseEvent mustrefertotheid
returnedinthe top of the PollForDataResponse. The statustype in PayloadResponseEvent
must be 39 (Accepted) as Elhub does not accept rejections of pollings. There will also be no
option for partial accept of the pollingresult. The reponse message is empty (http 200). The
requestcan be sentcompressed.

10.5 PollMeteringValues.wsdl

The messagesinthis file are similarto those in PollMarketProcesses.wsdl, but different data will be
returned.
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11 Message Transfer Intervals

11.1 Market Processes

One message inthe Market Processes interface relates to only one metering point forone specific
process. We encourage thatthese messages are sent as soon as practically possible instead of
bulkingthem up and sendingarelatively large set of messagesin close succession. This stilldoes not
mean we discourage havingaschedule thatlooks for messagestosendaslongas the interval
between each sendingis nottoolong(at mosta couple of hours). Intheory messages can be sentas
often as you like on the MarketProcesses service. This doesin particularapply to messages related to
start and end of supply. Only send messages for updates of master data and customerinformation
whenthere are changes to the data sentto Elhub, not when some otherrelated datathat is not sent
to Elhubischangedin the source system.

11.2 Query

The Query service can be used as oftenas needed, but as the result fromthe queries only benefit the
sender of the query, it must not be misused by querying for datauntimely. Thisin particularapplies
to query formetering values which is not allowed be used as part of a normal flow as there are
optionstosubscribe for metering values and have Elhub make new values available on the polling
service automatically.

11.3 Metering Values

Sending of metering values must be bulked. The CollectedData message supports sending values for
several metering points (9999) in the same message and also formore than one hour at a time
(9999).

11.3.1 Hourly Values

Elhub will require that all metering values fora consumption metering point channel foraday is sent
inthe same message as of now, with the possibility of more frequent optionsin laterversions of
Elhub. You are not allowed to send the hourly values as they come in to your systems, but must
bufferthese and send them once the dayis complete. Also the hourly values foraday for a metering
pointchannel must be grouped togetherinasingle payload elementin the CollectedData message,
not spliton several payload elements. Notethat this allows sending different channels forametering
pointindifferent messages, butyou are also allowed tosend all or several channelsinasingle
message.

A single CollectedData message must contain data for as many metering points as practically
possible. As metering values are collected after midnight for the preceding day (eitherall values for
the day or the last hour of the day), you can start sendingthe metering values forthe metering
points that have been completedin bulks. You do not have to wait until all metering points have
been collected, but atthe same time you are not allowed to send the metering pointsone by one.
The general rule is you must delay sending until you have metering values for at least 1000 metering
pointsandthensendtheseina single message (you are allowed to wait until you have metering
valuesfor9999 metering points). If the 07:00 limitfor metering valuesis closing, you can send the
meteringvaluesinsmallerbatchesin orderto notrisk sending them after the 07:00 limit. The reason
for doingsois whenyou fearthe data will not be processed by Elhub by 07:00. There will be no hard
enforcing of these rules by rejecting small messages, but this will be monitored. In addition to this, in
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the 00:00-07:00 interval you are allowed to send messages with fewerthan 1000 metering points if it
ismore than 1 hour since the last time a message was sent. That means you do not have to buffer
more than 1000 messagesifitis more than 1 hoursince the last sending of metering values and that
you can send fewerthan 1000 metering pointsifitis more than 1 hour since the last sending of
metering values. Note that sending messages every hour onthe hourare to be avoided as that would
give an unnatural peak.

The rules above also appliesto corrections done outside the 00:00-07:00 period (07:00-00:00). These
messages are also be buffered and sentin bulks of 1000 metering points or more, butyou are
allowedtosend fewerthan 1000 metering pointsinamessageifitis more than 1 hoursince the last
message. For corrections, you are allowed to send only the corrected hours, you do not have to send
the entire day. If there are several corrections forasingle day, itisrecommended that these are sent
inthe same message. Thisalso applyif there are corrections for two non-consecutive hours, these
are notbe sentas twosingle hourly corrections, but as a single correction with at leastall valuesin
theinterval, butsendingthe entiredayisalso allowed.

For exchange points and larger production points, you are allowed, afteragreement with Elhub, to
send meteringvalues hourly, butthe others rules regarding grouping of messages stillapply. This
means you can handle exchange points and production points similar as described in the correction
scenario.

Note that these rules applies per combination of physical and juridical sender. This meansaservice
providerdoes not have to considerthese rules across all market partiesitis serving. Italso means the
physical senders foramarket party with more than one physical sender of metering values do not
have to considerthese rules across the different physical senders. However a market party with
several head-endinstances will have tolook at the rules combined forall nodes aslongas thereisa
single physical sender of the metering values. This means the different head-end instances cannot
build messagesindependently of each otherand must go through an MDM or similar.

As mentioned, the CollectedData message supports 9999 metering points with 9999 hourly values,
but Elhub will not supportlarge amount of both metering points and hourly valuesin the same
message. If the number of metering pointsis high, the number of hourly values must be low.
Similarly, if you need to transferalot of hourly values forsome metering points,the number of
metering points mustbe low. The general ruleis to limit the total number of hourly values (summed
for all metering points)in one message to no more than 250 000. This meansif you send hourly
valuesfora single day, you can send 9999 metering points, butif youwantto increase the number
hourly values, the number of metering points must be lowered. Elhub will reject metering value
messages with more than 250 000 hourly values. The rules here may seem to conflict with the rule of
at least 1000 metering points per message, but thatis not the case as the mainrule can be translated
to sendingatleast 25 000 hourly values per message.

Meteringvalues are to be sentinas early as possible with regard to the 07:00 (Central European
Time with daylight saving) limit and not delayed until close to 07:00. By starting the data collection
justaftermidnightand stickingtothe rules described above, itis expected datato be sentto Elhub
before 07:00 with a good margin. Metering values not processed (received and stored) by Elhub
within 07:00 will notbe included in the calculations. In orderto make sure all meteringvalues are
processed by Elhub, itisrecommended thatthe large bulk of metering values have been sent by
05:00. Note thatfor the day of transition to daylight saving time (last Sunday in March), the period
for sending metering values will be 1hour shorterthan normal. This means your systems must be
able to finish all collection and sending of meteringvaluesin 6 hours. At this transition day, Elhub will
still need toreceive the messages early enough to be able to process the message before 07:00 in
orderto have the valuesincludedinthe calculations.
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11.3.2 Non-hourly Metering Values

Non-hourly metering values must have the same sending pattern as the hourly values with regard to
bulking metering points. Thesevalues are in no way limited to the 00:00-07:00 period. As hourly
metering values and non-hourly metering values belong to different BRSes, itis not possible to mix
these ina single message. The non-hourly metering points are also to be bulked into messages with
at least 1000 metering pointsinasingle message and you will be allowed to send a message with
fewermetering pointsifithasbeen 1 houror more since the last sending of a message with non-
hourly metering points (hourly and non-hourly messages are seen separately here sothe 1 hourrule
runs independently, which means you can send two small messages perhouras long as they are for
differenttypes of metering points).

11.4 Estimated Annual Consumption

Estimated annual consumptionin BRS-NO-317isto be grouped with the same rules as fornon-hourly
metering values with atleast 1000 metering points per messageandthe 1 hour rule.

11.5 Polling

You will notknow when there will be data available on the polling services. The expectation is that
the outgoing messages from Elhub will not be needed immediately so continuous polling by sending
a new pollingrequestimmediately after the previous one ended will not be needed. Thismeansa
more or less fixed polling scheduleis recommended. The polling scheme will be like this (does not
show processing of the received dataand acknowledgement as the important thing to show here is
the waiting scheme):
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stm EMIF - Pouing/

Start
Polling

( Poll Elhub W
t )

Any Data
Returned?

e Wait Minimum 1
Wait Minumum 5 No Second
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Yes

Large
Data Set

Returned’%
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Figure 7 Polling pattern

e Ifno dataora smalldataset wasreturned, you mustwaitat least5 seconds before polling
again (counting from the time the response was received).

e |[fthe responseincluded alarge datasetyou are allowed todoa new polling after minimuma
1 second delay (counting from the time the response was received) as Elhub may have more
values. You are not required to do this. Elhub has configurable options forhow many
messagestoincludeinapollingresultand how many MB will at most be returned. Atthe
moment these configurations are set to 1000 messages and 100MB. This meansif you
received adatasetlessthanthis, you are to waitforat lest5 seconds before polling again. If
you received thisamount of data (either 1000 messages orclose to 100MB inxml) you are
allowedto poll afterminimum a1 second delay. These message size limits can change.

e Pollingmustbe done atleastonce per hourinorder to not have huge outgoing queues
building up. If the pollinginterval istoolongyourisk losing data. We have not defined how
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longa period we guarantee to keep the messages, butitis expectedto atleastbe a number
of days, butthat is only to support downtime issues.

e Eventhoughitisallowedto poll every5seconds, Elhub would appreciateif pollingintervals
were longer. Polling every 5seconds could be done when you are waiting fora query result,
but in othercircumstances, longerwait periods would mean less stress on Elhub.

The waitingabove is until you can query forthe same market party and role. If the queryis splitinto
gueryingperrole, you are allowed to query forthe next role immediately, but when all roles have
been polled, the waiting must be done.

Elhub has two pollinginterfaces and the polling rules are the same forboth interfaces. You are not
requiredto synchronize polling on the twointerfaces. Thisalso meansthere isno requirementthat
after polling onthe market processesinterface, you must wait 5 seconds before pollingon the
metering valuesinterface.

11.6 Monitoring

The message transferrates will be monitoredin orderto detectany misuse of the interface. This will
in particular apply to the "Request Upfront Metering Point Characteristics" message (the
replacement of NUBIX).

11.7 Parallel Sending of Messages

Elhub supportsreceiving messages in parallel. This meansisit possible to send in multiple messages
simultaneously, but forthe same metering point we recommend not notto send messagesin
parallel. The reasonforthisisinthis case Elhub cannot guarantee processingthe messagesinthe
expected orderas Elhub may receive the second message before the first one. The recommendation
isto at least wait until the first message has beenreceived by Elhub (http response received) before
sending the next message for the same metering point.

Elhub Messaging Interface ® Message Transfer Intervals Page 30



12 SOAP Fault Definition

Whenthereisa technical error, a SOAP Fault will be returned. The SOAP Fault will have these

properties:

elhub

XML element

Description

Car

Max
Length

Content

faultcode

Who made the
mistake that
resultedinthe fault.
Standard part of a
SOAP Fault
soapenv:Client-The
clientmadea
mistake
soapenv:Server -
The serverhas en
error

1.1

http://schemas.xmlsoap.org/soap/envelo

e/

faultstring

Standard part of a
SOAP Fault.
Description of the
fault. Thiselement
cannot be processed
automatically.

1.1

http://schemas.xmlsoap.org/soap/envelo

pe/

CodeGroup

The type of fault:

e XSD:The
message
failedthe
XSD
validation

e Compressio
n: Message
dataisnot
compressed
or theclient
doesnot
accept to
receive
compressed
data

e Security:
The
message
failedinthe
signature
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authorizatio
n etc.

1.1

Enumeratio
n
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XML element

Description

Car
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Content
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request
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ta

Date: The
messageis
not allowed
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the
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new
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without
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longtime
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XML element

Description

Car

Max
Length

Content

propercode
will,
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inthe first
upcoming
update of
the
interface.

Description

Short description of
the error. This
elementcannotbe
processed
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1.1

A100

ExceptionDateTim
e

When the fault was
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1.1
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YYYY-MM-DDTHH: MM:SS[+-][HH:MM]
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Details of the fault
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aboutthe element
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automatically.

0.1

A1000

Elhub Messaging Interface @ SOAP Fault Definition

Page 33



elhub

13 Message ldentification

As specifiedin the BIM, all message identifications are to be UUIDs. Note thatthese are to be real
UUIDs generated by standard UUID generators and not just a string that follows the UUID pattern.
We recommend usingthe version 4 (random) of UUID generation, but thisis nota requirement.

In the CollectedData messages, there is an Identification elementinside the payload part
(PayloadEnergyTimeSeries). Elhub will not validate that this identification id unique overtime, but it
must be unique within asingle CollectedData message. Elhub will always send unique Identification
valuesinthe payload part when it sends metering values (NotifyValidatedDataForBillingEnergy and
PriceVolumeCombinationForReconciliation). Itis recommended to use a payloadid that isunique
overtime.Theid of the CollectedData messageitself (Identificationinsidethe He ader element) must
be unique overtime. This will be validated by Elhub.
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14 XML contents

14.1 Namespace

Elhub highly recommends to define namespaces inthe header of the message and noton the
individualelementsin ordertoreduce message size. If the namespaceis putonthe individual xml
elements, there is arisk that the message will be rejected due to size constraints (applies to
CollectedData). Ifitturns out that messages with repeated namespaces resultsin problems, we will
define ahard requirementregarding the use of namespace prefixes.

Namespace prefixes are to be small like ns1, ns2etcand urnl, urn2 etc.

14.2 Whitespaces

Elhub highly recommend to send messages without pretty printing (newline and whitespaces). If
pretty printingis used, thereisarisk thatthe message will be rejected due to size constraints
(appliesto CollectedData). If it turns out that messages with pretty printing resultsin problems, we
will define ahard requirement regarding pretty printing.

14.3 Encoding

Messages sentto Elhub mustbe encoded as utf-8 (Content-Type: text/xml; charset=UTF-8). Datain
responses from Elhub will be similarly encoded. Messages with other encodings will be rejected. If
the wrong encodingis used, the "Other" Fault Code willbe returned.
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15 Appendix A - SoapUl package

To show the main services and interaction patterns we have included a SoapUI package with support
for the Elhub WSDLs. This appendix includes instructions for this SoapUl package.

The intention of this package is fordevelopers and architects to understand the web services and the
integration patternsrequired tointegrate with Elhub.

You may connect your own applicationstothe mock projects. The returned values are quite fixed
and forthe most part do not relate directly tothe request sentin. Some timestamps and messageids
will be automatically generated. There is also no memory/statein the SoapUl package so no checks
for duplicate messageids orsimilar will be done.

15.1 Security

The projects shown below does not have support for WS-Security. In addition to those projects, there
are also duplicate projects with a suffix "WS-Security" that use WSDLs where WS-Security is enabled.

The projects with WS-Security is running on the same ports as the projects without WS-Security. This
means you cannot run both in parallel without doing the proper port changes.

The projects with WS-Security willgeneratesigned messages (the signed request can be seeninthe
Raw tab inthe request). The signed response is shown directly.

The messages are sighed using dummy certificates. The projects supporting security does notdo any
security validations and will accept unsigned requests as well.

15.2 Preparations

15.2.1 Prerequisite

e Ifyou haven'tinstalled SoapUl (http://www.soapui.org/) already, begin with downloading it
and installingit.

15.2.2 Importing projects to SoapUl
1. Start by openingSoapUl
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2. Goto File->Import Project
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3. Navigatetothe soapui-folderinthe package andselectaprojectand press "Open".
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“ ' Select soapUI Project File

Lock In: IE soapui

= Elhuh-MalkeiPmcuss-soapui-pmjecl.xml|
E] Elhub-MeteringValues-soapui-projectaxml

B Elhub-PeliMarketProcesses-soapui-project.xm|
B Elhub-PollMeteringValues-soapui-projectxml
[E] Elhub-Query-soapui-projectaxml

File Name: |Elhub-MarketProcesses-soapui-project.xml |

Files of Type: | XML Files (“xmI) ~|

Open selected file h

4. Repeatsteps1-3forall SoauUl-files.
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15.2.3 SoapUI Preferences

1. Goto'"File->Preferences"
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Import Prject
Import Packed Project
Import Bemote Prcject
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2. Goto "EditorSettings" and make sure that "Abortinvalid requests"is not checked.

S SoapUl Preferences

SoapUI Preferences

Set global SoapUl settings

LINIES+inG: Editor Font:
Proxy Settings
S5L Settings XML Line Numbers:  [_] Show line numbers in XML editors by default
WSDL Settings Groovy Line Mumbers: [ ] Show line numbers in Groovy editors by default
UI Settings
Editor Settings Disable auto-resize: [[] Disables automatic resizing of Request editors
Tools Tabbed request view: || Defaults the Request editor to the tabbed layout
WS- Settings
Global Properties Validate Requests: Always validate request messages before they are sent
Global Security Settings Abort on invalid: [ Abort invalid requests
WS-A Settings Validate Responses: Always validate response messages
Global Sensitive Information Tokens
Wersion Update Settings

Cancel

15.3 Sample 1 - Elhub-MarketProcesses

Before youstart using the requests, you need to start the two mock-services.
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15.3.1 Start mockservices

1. Expand"Elhub-MarketProcess"-projectandrightclick on "MockService" and select "Start

2. Rightclickon "ElhubSoapFaultMockService" and select "Start Minimized".

—_— a6

15.3.2 Calling the mock services:

1. Expand"Elhub-MarketProcesses" ->"MarketProcessSoapBinding" and selectany of the
operations. Foreach of the operations, there are defined three different types of requests:

a. ValidRequest - Thisis a syntactically correct message.

b. ValidRequest-System/SecurityFault - Thisis a syntactically correct message, however
the mock service returns a ElhubSoapFaultresponse illustrating that there were some
sort of error related to eithersecurity or Elhub. Thisis a fault scenario.

c. XSDValidationErrorRequest - Thisis nota syntactically valid request and therefore, the
response returned by the mock service is a ElhubSoapFault of type XSD.

2. Doubleclickonany of the requestsand click on the top-lefticon (play) to send arequest.
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15.3.3 Endpoints:
There are two mock services:

e MockService:

o Listenson:http://localhost:8080/WebService/services/MarketProcesses

o Returnsa syntactically correctresponse

o OracElhubSoapFaultoftype XSDin case the requestis notvalid accordingto the XSD.

e ElhubSoapFaultMockService

o Listenson: http://localhost:8090/WebService/services/MarketProcesses

o Returnsa ElhubSoapFault of type Security or System
o OracElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.
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15.4 Sample 2 - Elhub-MeteringValues

Before you start using the requests, you need to start the two mock-services.

15.4.1 Start mockservices

1. Expand"Elhub-MeteringValues"-project and right click on "MockService" and select "Start

Minimized".
T SoapllB13 E==rn |
| fie_Tocks Deicp ke
Search Forum Y
2. Rightclickon "ElhubSoapFaultMockService" and select "Start Minimized".
e e
Search Forum Y

T |

| ackSanic ropesis
o |

e [

Deaipion

P

T Mocsevica |

Sosplliog hmplog jemylog srorlog winmlog memerylog seriptiog
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15.4.2 Calling the mock services:

1. Expand"Elhub-MeteringValues" ->"MeteringValuesSoapBinding" and selectthe
CollectedData operation. Forthe operations, there are defined three different types of
requests:

a. ValidRequest-Thisisa syntactically correct message.

b. ValidRequest-System/SecurityFault - Thisisa syntactically correct message, however
the mock service returns a ElhubSoapFaultresponse illustrating that there were some
sort of error related to eithersecurity or Elhub. Thisisa faultscenario.

c. XSDValidationErrorRequest - Thisis nota syntactically valid request and therefore, the
response returned by the mock service is a ElhubSoapFault of type XSD.

2. Doubleclickonany of the requestsand click on the top-lefticon (play) to send arequest.
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15.4.3 Endpoints:
There are two mock services:

e MockService:

o Listenson: http://localhost:8081/WebService/services/MeteringValues

o Returnsasyntactically correctresponse

o OraElhubSoapFault of type XSDin case the requestis notvalid accordingto the XSD.
e ElhubSoapFaultMockService

o Listenson:http://localhost:8091/WebService/services/MeteringValues

o Returnsa ElhubSoapFault of type Security or System

o OraElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.

15.5 Sample 3 - Elhub-PollMarketProcesses

Before you start using the requests, you need to start the two mock-services.

15.5.1 Start mockservices

1. Expand"Elhub-PollMarketProcess"-projectandright click on "MockService" and select "Start
Minimized".

T S5 =
[ Bl Tock pestop ep

2. Rightclickon "ElhubSoapFaultMockService" and select "Start Minimized".
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15.5.2 Calling the mock services:

1. Expand"Elhub-PollMarketProcesses" ->"MarketProcessesPollingSoapBinding" and selectany
of the two operations. Foreach of the operations, there are defined three different types of
requests:

a. ValidRequest- Thisisa syntactically correct message. It will eitherreturnasome
messages oran empty data set.

b. ValidRequest-System/SecurityFault-Thisisa syntactically correct message, however
the mock service returns a ElhubSoapFault response illustrating that there were some
sort of error related to eithersecurity or Elhub. Thisis a faultscenario.

c. XSDValidationErrorRequest - Thisis nota syntactically valid request and therefore, the
response returned by the mock service is a ElhubSoapFault of type XSD.

2. Doubleclickonany of the requestsand click on the top-lefticon (play) to send arequest.
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3. Theresponse fromthe mockservice can be viewed onthe right pane:
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15.5.3 Endpoints:
There are two mock services:

e MockService:
o Listenson: http://localhost:8082/WebService/services/PollMarketProcesses
o Returnsa syntactically correctresponse

o OracElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.

e ElhubSoapFaultMockService
o Listenson:http://localhost:8092/WebService/services/PollMarketProcesses
o Returnsa ElhubSoapFault of type Security or System

o OracElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.

15.6 Sample 4 - Elhub-PollMeteringValues

Before youstart using the requests, you need to start the two mock-services.

15.6.1 Start mockservices

1. Expand"Elhub-PollMeteringValues"-projectandrightclick on "MockService" and select
"Start Minimized".
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T Sowplisi3 =T

| feToos Destop biep
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2. Rightclickon "ElhubSoapFaultMockService" and select "Start Minimized".
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| feToos Destop biep

Search Forum -

Egor

Import Meck Operation

15.6.2 Calling the mock services:

1. Expand"Elhub-PollMeteringValues" ->"MeteringValuesPollingSoapBinding" and select any of
the two operations. Foreach of the operations, there are defined three different types of
requests:

a. ValidRequest - Thisisa syntactically correct message. It will either return a metering
value message oran empty dataset.

b. ValidRequest-System/SecurityFault - Thisis a syntactically correct message, however
the mock service returns a ElhubSoapFault response illustrating that there were some
sort of error related to eithersecurity or Elhub. Thisis a fault scenario.

c. XSDValidationErrorRequest - Thisis not a syntactically valid request and therefore, the
response returned by the mock service is a ElhubSoapFault of type XSD.
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2. Doubleclickonany of the requestsandclick onthe top-lefticon (play) to send arequest.
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15.6.3 Endpoints:
There are two mock services:

e MockService:

o Listenson: http://localhost:8083/WebService/services/PollMeteringValues

o Returnsasyntactically correctresponse

o OracElhubSoapFaultof type XSDin case the requestis notvalid accordingto the XSD.
e ElhubSoapFaultMockService

o Listenson: http://localhost:8093/WebService/services/PollMeteringValues

o Returnsa ElhubSoapFault of type Security or System
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o OraElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.

15.7 Sample 5 - Elhub-Query

Before you start using the requests, you need to start the two mock-services.

15.7.1 Start mockservices
Expand "Elhub-Query"-project and right click on "MockService" and select "Start Minimized".

1.
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—— — = T
# I m: Shew MeckSarvice Edtor  um
2. Rightclickon "ElhubSoapFaultMockService" and select "Start Minimized".
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15.7.2 Calling the mock services:

1. Expand"Elhub-Query"->"QuerySoapBinding" and select any of the operations. Foreach of
the operations, there are defined three different types of requests:

a. ValidRequest-Thisisa syntactically correct message.

b. ValidRequest - System/SecurityFault - Thisis a syntactically correct message, however
the mock service returns a ElhubSoapFault response illustrating that there were some
sort of error related to eithersecurity or Elhub. Thisis a fault scenario.

c. XSDValidationErrorRequest - Thisis nota syntactically valid request and therefore, the
response returned by the mock service is a ElhubSoapFault of type XSD.

2. Doubleclickonany of the requestsandclick on the top-lefticon (play) tosend arequest.
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3. Theresponse fromthe mockservice can be viewed on the right pane:
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15.7.3 Endpoints:
There are two mock services:

e MockService:

o Listenson: http://localhost:8084/WebService/services/Query

o Returnsasyntactically correctresponse

o OraElhubSoapFaultof type XSDin case the requestis notvalid according to the XSD.
e ElhubSoapFaultMockService

o Listenson:http://localhost:8094/WebService/services/Query

o Returnsa ElhubSoapFault of type Security or System

o OraElhubSoapFault of type XSDin case the requestis notvalid according to the XSD.

15.8 Sample - WS-Security

All of the SoapUl-projects with WS-Security are started the same way as the ones without. These
instructions apply to all of the WS-Security projects.

15.8.1 Finding the WS-Security header in the request and the response

1. To be abletoseethe WS-Security headerinthe Request message you need to change some
propertiesto SoapUl. Go to File ->Preferences

T Soapisz0 = e 5|

= tepJooks Desktop Help

wcrptlog

2. Goto Editor Settings and make sure "Always validate request messages before they are sent"
and "Always validateresponse messages" are selected. Press OK
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3. Start the both mockservices, and send a request. Press the "Raw" section onthe re quest
side, and you'll now be able to see the WS-Security headerforthe request message. Forthe
response you'll be able to see the WS-Security headerforin both the "XML" and "Raw"
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15.8.2 Checking the WS-Security integrity response

15.8.2.1 Validrequestand response

1. Toseethe WS-Security checks forthe request message goinginto the mock openthe mock
service, and double click onthe sample message that was sentin earlierfromthe mock
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service window. There you'll seerequest that was received into the mock service. Press the

WSS section below the request to see the WS-Security checks done.
T Saapli520. = T

Ele Projet Sute Cue Step ook Detop Help

E B R F TP & 4 S~ a 9
Dty P BT beper Swel fom Tl Prfoence Py Onine ey
= r

2 projects ]

HIEC WS-Secuity o MockService. E i i i i = 3

& ;»:munmsmmauq PE=O ‘running on port 8080 i L)
i | perations | Se the recuuest/responae message belci
Vet premsect| | i
& RequestEndOfSupply =

¥ 5 RequestStatOfSupply
p=t oenaint

= o MockSemice
¥ Requesind0fSupply
# 5 RequestStetOfSupply
% Requespdae
5 Reauetlpn

2 UpdateThirdPartydccess

& 3 ElnubSopFuitbiockSenice

] Do Prop. St Sop. Oufeques.. Aeree.
# © RequestUpdsteCustomerinform, " " - -
Reqlpinbate Dt ] Cble 3 L —
i e o il
AL A1 3165 ot NS o Lo fson: V1. Subiect: CHa Elhul, D Stanet, C<HO Signature Algorithm: SHAZSSwithRSh, 01D = 128401135491 111 Key: 2048 bits moduies 18572301 011704075356738
st R
[hescageog] L — 0}

Hesders7) Artachments () [ WSS 0]

= Bttt

Soupllliog hplog jettylog enorlog wemicg memenyieg scrgt iog

2. Toseethe WS-Security checksforthe response message pressthe WSS section below the

response. There you'll seethereisno errors, and that the tokens are all valid.
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1. Ifyouwantto sendan expired messageyou first needto disable WS-Security for the request
message. Double click onthe "MarketProcessesSoapBinding" and "Services Endpoints" and
deselect"SignBody" forthe "Outgoing WSS".
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2. Copythesoap message fromthe raw message froman earliersentinrequest
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4, Callthe mock service with this new request. Open up the mock service, and double clickon
the message and selectthe "WSS" section below the request message. There you'll seea
message stating: "The security semantics of the message have expired"

BT =T el
Eile Project Suite Case Step ook [Deskdop Help

E B AR X 4 T 3 @ 3 Semch Fomm o

@
Empty  S0AP  RIST  bmpot  SweAll  Foum  Trsl  Prefeences  Proy Oniine Help

PEigpsd B

o B
SRR

Message fon MockRasul]

15.9 Connecting to the SoapUIl Package using .Net

This gives some brief information of how to connectto the WSS enabled SoapUl services. Thisisnota
comprehensive tutorial, neitherarecommendation forhow to connectto Elhub. Itis only intended
to aidin connectingtothe WSS enabled SoapUl package using .Net. This uses dummy certificates and
uses more lax security thanto use when communicating with Elhub.

Generate a dummy certificate forclientuse,importit (pfx file) into Windows certificate managerand
setit as ClientCertificate on ClientCredentials:

e opensslgenrsa-out privatekey.pem 1024
e opensslreq-new -x509-key privatekey.pem -out publickey.cer-days 365
e opensslpkecs12-export-outpublic_privatekey.pfx -inkey privatekey.pem -in publickey.cer

Extract server certificate fromthe SoapUl keystore, importitto Windows certificate managerand set
it as ServiceCertificatein ClientCredentials with CertificateValidationMode =
X509CertificateValidationMode.None:

e keytool -export-keystore <refto soapuifolderin provided package>\keystore.jks -file
<outfile>.cer-alias "elhub test"

e Password:test

o keytoolispart of the Java SDK

When creatingthe channel, set "elhub" as the Endpointldentity
(Endpointldentity.CreateDnsldentity("elhub")), or define "elhub" in your hosts file and referto the
computerrunningthe SoapUl package and use "elhub" as dns name when communicating with the
SoapUl package.

Add allowSerializedSigningTokenOnReply="true" and securityHeaderLayout="LaxTimestampLast" to
the bindings.
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16 Questions

Questionsrelated tothe interface can be directed to post@elhub.no.
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